
WHITE PAPER 

 

FOUR MUST-HAVES FOR A 
MODERN VIRTUALIZATION 
PLATFORM

Achieving Digital Transformation:



W H I T E  PA P E R  |  2

Achieving Digital Transformation: FOUR MUST-HAVES FOR A MODERN VIRTUALIZATION PLATFORM

Table of Contents

The Digital Transformation 3

Four Must-Haves for a Modern Virtualization Platform 3

Simplified User Experience   .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 3

Strong Focus on Security  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 3

One Platform for All Applications   .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .4

Robust Operations Management Capability  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .4

One Solution Has It All 5

Brings a Simplified and Intuitive User Experience  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Provides Comprehensive Built-In Security .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .6

Serves as a Universal Application Platform  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .6

Delivers Proactive Data Center Management with Intelligent Operations  .  .  .  . 7

Key Takeaways 8



W H I T E  PA P E R  |  3

Achieving Digital Transformation: FOUR MUST-HAVES FOR A MODERN VIRTUALIZATION PLATFORM

The Digital Transformation 
Across all industries and businesses, digital transformation is going full throttle . 
Companies are transforming their businesses using software to invent new products, 
services, and even entirely new business models . New applications and workloads are 
also presenting themselves and must be supported in order for organizations to 
innovate and compete in the digital economy .

At the same time, IT environments are getting larger and more complex as IT teams 
reposition themselves to support a new breed of applications alongside traditional 
business-critical applications . These challenges are compounded by the fact that 
operations teams now need to have the flexibility to run workloads in their own data 
centers and in the public cloud .

These fundamental shifts in enterprise IT create the need for new approaches to 
infrastructure that can deliver on the requirements of a digital economy . The 
centerpiece of this infrastructure is a modern virtualization platform that is built for 
digital transformation—and spans from the data center to the cloud .

So what are these requirements? Let’s look at four must-haves for a modern 
virtualization platform .

Four Must-Haves for a Modern Virtualization Platform
For a business to succeed in the digital economy, its virtualization platform needs to 
meet four fundamental requirements:

• Simplified user experience

• Strong focus on security

• One platform for all applications

• Robust operations management capability

These aren’t just nice-to-haves; these are the must-haves . Let’s explore why each of 
these characteristics is important .

Simplified User Experience
If you’re in a corporate IT environment, you know that new apps are coming online all 
the time—apps that need to be maintained, supported, and secured . And it’s not just 
more apps, it’s more complex apps . 

And then consider this: IT teams aren’t growing as fast as the number of apps they are 
expected to support, if they are growing at all . This fact of life in today’s data centers 
points to the need for a virtualization platform that enables automation at scale that 
unifies and simplifies the user experience .

Strong Focus on Security
In an age of highly sophisticated attacks on corporate systems, security threats have 
emerged as a top IT and business priority . To ward off cyber-crime, and protect the 
business, security must be comprehensive and ingrained . It should be enabled at the 
foundation of the IT architecture and deployed across the IT environment, not just in 
one component or layer . 
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Fine-grained application-level security is also critical for meeting compliance 
requirements and mitigating the risk of data breaches, including threats to data at rest 
and data in motion . The virtualization platform should have built-in safeguards against 
unauthorized data access, ingrained security at the hypervisor level, and auditing 
capabilities to help you track who is doing what in your environment .

One Platform for All Applications
In today’s data centers, different applications have different characteristics and place 
different demands on the infrastructure . Scale-up applications, such as those in 
traditional enterprise systems, may be very resource-intensive while scale-out 
applications that are more distributed in nature, such as those for data analytics, may 
require things like large cluster sizes and faster deployment . In general, next-gen apps 
often have substantially different characteristics and may be built using evolving 
technologies—which often equates to greater complexity .

This reality of the modern data center means that your virtualization platform must 
support both traditional scale-up business-critical apps as well as next-generation 
scale-out apps . You now need a universal application platform that gives you the 
ability to run any app on any cloud—private or public .

Robust Operations Management Capability
As businesses grow, expand, and go global, IT must deliver and support continuous 
operations . To help ensure application performance and availability, the IT organization 
needs to be proactive in addressing issues before they impact end users and the 
business . At the same time, IT teams need to increase operational efficiency so they 
can get more done with existing resources and flat budgets .

These new realities for today’s IT organizations create the need for intelligent 
operations to enable proactive data center management . While dealing with limited 
resources, IT admins require the insights generated by robust and intelligent 
operations management solutions to quickly identify, diagnose, and remediate 
problems to minimize downtime and meet service level agreements (SLAs) for 
business-critical apps .
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One Solution Has It All
One solution addresses all four of these requirements: the VMware vSphere® platform . 
It provides the next-gen infrastructure for your next-gen apps . vSphere provides a 
powerful, flexible, and secure foundation for business agility that accelerates the 
digital transformation to cloud computing and success in the digital economy . 

The latest iteration of the platform, vSphere 6 .5, supports both existing and 
next-gen apps through its ability to:

• Simplify the user experience for automation and management at scale

• Provide comprehensive built-in security for protecting data, infrastructure,
and access

• Serve as a universal application platform for running any application, anywhere

• Deliver proactive data center management with intelligent IT operations to help
improve the availability, performance, and efficiency of IT services

With vSphere 6 .5, you can now run, manage, connect, and secure your applications 
in a common operating environment, across different clouds and diverse devices .

Let’s look at how vSphere meets these critical requirements for IT in the era of the 
digital economy .

Brings a Simplified and Intuitive User Experience
vSphere 6 .5 elevates the customer experience to an entirely new level . It provides 
exceptional administration simplicity, operational efficiency, and faster time to market .

vSphere 6 .5 makes the VMware vCenter Server® Appliance™ the fundamental building 
block of a vSphere environment . The core vSphere architecture is built around this 
easy-to-deploy and easy-to-manage approach that reduces operational complexity  
by embedding key functionality into a single location . 

Capabilities such as one-click patching, backup and restore, native vCenter high 
availability, and much more are now embedded in this new one-stop appliance model . 
Your IT operations team can now be more efficient as there is no longer a need to 
interface with multiple components . 

Better still, migrating to this building block will be easier than ever before because 
users can now convert from their traditional Windows deployment into the new 
appliance model in a one-step process . Because everything is now centralized, the 
vCenter Server Appliance also generates a tremendous amount of optimization and 
innovation, including up to two times increase in scale and three times improvement in 
performance . The vCenter Server Appliance also makes it possible for customers to 
get a single point of support from VMware, further simplifying management of the 
vSphere environment .

vSphere 6 .5 takes an API-first approach to foster a more business-centric and highly 
agile environment . In a world where infrastructure as code is becoming a requirement 
rather than just a nice-to-have, a programmable infrastructure layer is now essential . 
The latest iteration of the vSphere platform has introduced new REST-based APIs  
that vastly improve both the user and partner experience by enabling finer control of 
virtual infrastructure for apps . It’s a simple, modern, developer-friendly API structure .

The final component that allows vSphere 6 .5 to deliver a simplified experience is the 
graphical user interface itself . The new HTML5-based vSphere Client provides a 
modern user interface experience that is both responsive and easy to use . 

NEW VSPHERE 6.5 FEATURES

• vCenter Server Appliance—
Provides a single control
center and core building
block for vSphere

• REST-based APIs—Deliver a
simple, modern, developer-
friendly vSphere API structure

• vSphere Client—Based
on HTML5 to enable fast
performance and increased
usability on any web browser
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Provides Comprehensive Built-In Security
vSphere 6 .5 natively provides secure data, infrastructure, and access at scale via its 
operationally simple, policy-driven model . Protecting all three areas is essential for 
digital transformation and the evolution of any given business . 

To secure data, vSphere 6 .5 offers a new VM-level encryption capability designed to 
protect against unauthorized data access . When used with vSphere vMotion, this 
capability can safeguard both data at rest and data in motion . 

To secure infrastructure, vSphere 6 .5 adds a secure boot model to protect both the 
hypervisor and the guest operating system . It helps prevent images from being 
tampered with and the loading of unauthorized components .

vSphere 6 .5 also delivers enhanced audit-quality logging capabilities that provide 
more forensic information about user actions . Coupled with authorized administration 
and control, audit-quality logging capabilities help IT managers better understand 
who did what, when, and where . 

Additionally, as part of VMware vSphere® with Operations Management™, security 
compliance is monitored and enabled through implementing vSphere security 
hardening guidelines .

Better still, vSphere 6 .5 is designed to serve as the core of a secure Software-Defined 
Data Center (SDDC) . It works seamlessly with other VMware products, such as 
VMware vSAN™, VMware NSX®, and VMware vRealize® Suite, to provide a complete 
security model for an infrastructure .

Serves as a Universal Application Platform
vSphere is a universal application platform that supports both traditional and next-
generation apps, including high performance computing (HPC), big data, machine 
learning, in-memory databases, and cloud-native apps . While these two worlds are 
vastly different, both require infrastructure with the scale, performance, and 
availability to meet key business objectives . 

To run any app, vSphere 6 .5 expands its workload coverage model by focusing on 
both scale-up and scale-out next-gen apps, which are increasingly built using 
containers and other evolving technology building blocks . 

VMware vSphere Integrated Containers™ is the easiest way for vSphere users to bring 
containers into an existing vSphere environment . vSphere Integrated Containers 
delivers an enterprise container infrastructure that provides the best of both worlds 
for the developers and vSphere operations teams . Containers are now just as easy to 
enable and manage as virtual machines . No process or tool changes are required .

vSphere 6 .5 also lets you run apps from any cloud, including your data center and 
public cloud environments . vSphere is not only the heart of the Software-Defined 
Data Center, it’s also the foundation of the VMware cloud strategy . vSphere is available 
in both the private cloud and as a service through a public cloud . VMware Cloud 
Foundation and the newly released VMware Cloud on AWS are both built on 
vSphere 6 .5 . 

NEW VSPHERE 6.5 FEATURES

• Security at scale—Policy-
driven approach makes
securing infrastructure
operationally simple.

• Encryption—VM-level
encryption protects against
unauthorized data access
both at rest and in motion.

• Chain of trust—Audit-quality
logging and UEFI secure boot
capabilities enable authorized
administration and control.

NEW VSPHERE 6.5 FEATURES

• Scale enhancements—New
configuration maximums
support even the largest app
environments.

• Integrated containers—
vSphere includes a container
run-time engine, storage
repository, and management
portal.

• Foundation of cloud
offerings—VMware Cloud
Foundation and VMware
Cloud on AWS are both built
on vSphere.
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Delivers Proactive Data Center Management with Intelligent Operations
vSphere helps your organization move from reacting to problems only after the fact to 
being able to predict future problems and take remedial action before those problems 
occur . It enables this proactive approach to data center management with two new 
capabilities: Predictive DRS and Proactive High Availability . 

Predictive load balancing, provided by Predictive DRS, is a new game-changing 
technology that leverages self-learning and predictive analytics provided by vSphere 
with Operations Management . The software learns your environment, and then based 
on observed trends and usage patterns it predicts upcoming demand spikes and 
consequent resource contention issues . It then preemptively rebalances workloads on 
affected hosts in advance of those demand spikes, eliminating resource contention 
before it happens . 

This capability helps your IT team ensure that applications remain performant and all 
workloads get the resources they need . Predictive DRS is extremely useful in a wide 
variety of scenarios, including applications that are latency-sensitive or that 
experience regular spikes in demand . 

Another way to preemptively protect application availability is with Proactive High 
Availability . Proactive HA integrates with third-party hardware components to 
anticipate hardware failures before they occur . The hardware signals to vSphere when 
possible problems are occurring, such as a malfunctioning fan or an unreliable power 
supply . vSphere then triggers workloads to be live-migrated off the servers where 
possible failures are predicted to occur and over to ones that are in good standing . 
The degraded servers are then quarantined so applications never have to deal with 
hardware failures on those machines .

In addition, vSphere with Operations Management delivers a broad set of robust 
intelligent operations management capabilities—such as health and performance 
management, capacity planning and optimization, and security compliance and 
hardening—to help you run an efficient data center and keep your applications 
performant .

NEW VSPHERE 6.5 FEATURES

• Predictive DRS – Predictive
analytics based load-balancing
eliminates resource contention
before it occurs, helping you
ensure that your applications
stay performant.

• Proactive HA – Enables high
availability for applications
by moving workloads away
from hardware that is likely to
experience failure.
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Key Takeaways
The digital transformation begins with the establishment of a powerful, flexible, and 
secure foundation for business agility . This platform incorporates private, public, and 
hybrid clouds and supporting traditional and next-generation applications .

The requirements for this foundation include a virtualization platform that simplifies 
the customer experience, provides comprehensive built-in security, serves as a 
universal application platform, and delivers proactive data center management with 
intelligent operations .

VMware gets you there today with the groundbreaking capabilities in the vSphere 
platform . With vSphere in your environment, you can run, manage, connect, and 
secure your traditional and next-generation applications in a common operating 
environment, across clouds and devices .

GET STARTED TODAY

LEARN MORE >
Take the Next Step with an 
Online Product Walkthrough. 
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